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External Department
End User Guide

for
DPS/UP-managed
Video Management System

Background

The Kennesaw State University Department of Public and University Police (DPS/UP) manages the
video management system predominantly in use by the University for video surveillance cameras.

Video surveillance cameras are utilized primarily for:

e property protection related to deterrence of theft and/or other criminal behavior, protection of
valuable resource(s)

e evidence / documentation potential related to property protection and access to valuable
resource(s)

e extended responsibility related to
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Departmental policy — A policy adopted by an individual department that is binding to the members
of that individual department.

DPS/UP designated camera surveillance installation and maintenance vendor - One or more
individuals or business entities that are:

< Identified through the State of Georgia Department of Administrative Services (DOAS) as
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Parking and Transportation (except camera placements within parking lots and parking
decks that are always open to and accessible by the public- these will be optionally
managed by DPS/UP as University camera placements)

Student Health Services
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e Critical infrastructure —
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Public space - a place that is generally open and accessible to people. This type of space, being
open and accessible, tends to also be in public view- effectively eliminating, with few exceptions,
any individual's reasonable expectation of privacy. Examples are roadways, parking lots, sidewalks,
outdoor open space, and portions of buildings that are open to the public during certain hours.
Exceptions are areas within places such as a public restroom.

Reasonable expectation of privacy - A concept based on: 1) an individual having an actual
(subjective) expectation of privacy, and, 2) society in general recognizing that this expectation is
(objectively) reasonable.

Record archive — Recording a copy of an existing, archived video feed (and/or frames) onto a file
separate from the VMS file storage and file management software. Typically, this copy is made onto
an end user’s computer hard drive/internal storage
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areas. "Dummy" cameras that do not operate on a regular basis will not be installed or managed on
behalf of a department by the Department of Public Safety and University Police.

Video surveillance will not be conducted in areas considered private in nature, such as:

e Staff and faculty individual offices (except where those areas are determined to be high value
areas or high danger areas and the need for video surveillance is identified),

e Restrooms

e Locker rooms

e Residence hall living quarters

e Other areas that normally have a reasonable expectation of privacy.

This end user guide does not apply to:

e Use of cameras for law enforcement purposes and physical security operations as utilized by
the Department of Public Safety and University Police.

e Hand-held mobile cameras, cell phones, webcams or other portable video cameras used for
research, teaching, class work or personal use.
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the signs should not create a false sense of security to lead someone to believe that the cameras are
being monitored live if they are not.

If audio recording via one or more video surveillance cameras is utilized, signs must be prominently
placed informing persons that they may be subject to video and audio monitoring. Signs should be
located in plain view for all faculty, staff, students and guests to see. The wording on the signs should
not create a false sense of security to lead someone to believe that the cameras are being monitored
live if they are not.

Installation
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For Enterprise and/or Auxiliary camera placements, a purchase and installation quote will be
generated through a DPS/UP-designated vendor and supplied to the requesting department head
and/or department head designee. The designated vendor will furnish DPS/UP floorplan and/or
elevation drawings of proposed camera locations and required network cable termination points in
order to request network cabling installation, server storage space quotes, and technology purchase
approval from UITS on behalf of the requesting department. The designated vendor will liaison directly
with UITS on network cabling installation if the designated vendor will also be installing any applicable
network cabling. Once the quotes (cabling, server/storage, equipment purchase, applicable VMS
software licensing and installation) have been processed and one or more purchase orders issued,
the designated vendor will coordinate the installation and initial testing of the new video surveillance
camera(s).

Provisioning
The requesting department head may authorize access to the VMS as follows:

1) University-affiliated personnel: access the VMS for live monitoring of the video images
produced by one or more cameras within one or more VMS camera partitions and/or areas
that are either associated with that department head’s area of responsibility, or are other
VMS camera partitions and/or areas that have been designated for community
access/viewing.

2) Employee of the University: access the VMS for live monitoring and/or view archive of the
video images produced by one or more cameras within one or more VMS camera
partitions and/or areas that are either associated with that department head’s area of
responsibility, or are other VMS camera partitions and/or areas that have been designated
for community access/viewing.

3) Full-time employee of the University who is in a supervisory or managerial position: access
the VMS for live monitoring and/or view archive and/or record (make copies of) archived
video images produced by one or more cameras within one or more VMS camera
partitions and/or areas that are either associated with that department head’s area of
responsibility, or are other VMS camera partitions and/or areas that have been designated
for community access/viewing.

It is the responsibility of the requesting department head to provide oversight regarding the use of the
video surveillance system by those personnel the requesting department head has designated for
such access and use; and, to update their authorization to access the VMS as the status of authorized
personnel change (i.e. transfer, change in job responsibilities, separation from employment, etc.).

Personnel who are authorized by a department head will receive:
e Login credentials for the VMS

e User manual
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e VMS client software use orientation

A “VMS Access Authorization Form” will be provided to the requesting department h
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surveillance camera will be provisioned for service within the VMS. The department head may elect to
replace the affected cameras or have them removed:

Replacement of Unsupported Video Surveillance Cameras

When replacing an existing video surveillance camera, the process depicted in the ‘installation’
section of this end user guide will be applicable.

Removal
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0O.C.G.A. 8§ 16-6-22.2 Aggravated sexual battery

O.C.G.A. 8 16-6-22: Incest

O.C.G.A. 8 16-6-3: Statutory rape

O.C.G.A. 8§ 16-8-40: Robbery

O.C.G.A. 8§ 16-8-41: Armed robbery

O.C.G.A. 8 16-5-21: Aggravated assault

O.C.G.A. 8§ 16-5-24: Aggravated battery

O.C.G.A. 8 16-7-1: Burglary

O.C.G.A. 8 16-7-2: Smash and grab burglary

O.C.G.A. 8§ 16-8-2: Theft by taking (as applied to motor vehicle theft)
O.C.G.A. 8 16-7-60: Arson in the first degree

z. O.C.G.A. §16-7-61: Arson in the second degree

aa. O.C.G.A. § 16-7-62: Arson in the third degree

bb. The Family Educational Rights and Privacy Act (FERPA): 20 U.S.C. § 1232g; 34 CFR Part 99
cc. The Clery Act: 20 U.S.C. § 1092(f)
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